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MODEREN ACCESS FOR MODERN CAMPUSES

THE FUTURE-READY CAMPUS:

UNIFIED ACCESS

N ACTION

Historically, students and staff needed a mix of tools to navigate campus life: physical keys,
RFID cards, passwords and PINs, and even cash. Today, expectations have changed; they
want one credential—ideally on the smartphone they already carry—to do it all. That's
why many institutions are now looking beyond isolated systems toward unified access: a
model where a single credential (physical or mobile) can be used everywhere on campus
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Alonpgsida  ther  educsstionsl mis-

Bion, universitias snd schooés carry
8 sacond responsibility: protecting pecola,
epacas, and data ecross sprewding. mult-
bwilding cempusas. User idantification end
scoaes control ara fundesmentsl to cam-
pus sacuriy, esfety, snd compliance with
privacy regulstions. Meneging access o
clessroome, dorms, lsbe, lockars, prine
ers, and cafatarias for thousands of users
is a daily challange—ore that trediticne!
IO cerds and peseswords are mo longer
equippad o hendls.
In & recent implementation, moea than
150 Euwropssn educstionsl inesitutions
transtioned to maobils-reedy, intagratad
sccess systems built sround  universsl
FFID readar techrology. This sxamole
offers = blusgrint for how cempuses ew-
srywhare can moderniza suthentication
without sscrificing flexibiicy or cancrol,

The Challenge: Securing
People, Spaces, and Data in a
Complex Campus Environment

Traditionely, physical snd digited sccees
eyetams heva operated in silos. A student
might usa 8 plestic ID cerd o arter &
bwilding, & physicsl kay to uniock & storege
epaca, & pessword or PIN @ log into cam-
pus syebame, and cash to maka a vanding
machine or cantaan purchesa. Thie freg-

S e

= B Campus "

mentad spproach leads to insfficiancias
ard security vurarsbiitiss. k also orastas
friction far wsare who muet juggla multpla
cradantisls, s wall s for administrators
raeponeibla for mansging end maintaining
disparata systams.

At tha ssma tme, universities must re-
spond to tha repid riee of mobéa cradan-
tigfing. Studants increasingly expact tha
comvenience of using their smartpharas
to access avarything on Cempus, just as
thay already do for peyments, trensit,
and anterteinment. Digital credartisks of-
far clear sdventapas: theyra mare con-
verient for usare, essier tD managa Bt
scela, and raduce the cost end emirar-
mantal impacs of plestic cerds.

To mest awohing expectations without

disrugting daily oparetions, institutions
need & way to support both digitsl end
phyeical cradantisls during the transition.
Thet masne finding flaxhle sclutions that
can bridge ald and rew, crasting & peth
towerd madarnizesion without sacrificing
contiruity ar cortrol.

One Credential, Many
Applications

As both escurity axpactstions and ragu-
letory pressures ries, universitias naad
to rathink how thay menege idemtifics-
tion end socess: nat just 8 & saries of
ieolatad tocls, but as part of & stretegic,
campuswida infrestructurs.

The vision behind undied eccass s simple:

8 eingle cradentel—phyeicel or mobida—
that works evaryawhare on campus. This
sppraech not only senplifies lfa for end
ueers but slsa enables a8 mors efficiant,
cantrelizad mode! for edministretors snd
IT. Ore system, ona detsbess, and ora
sat of herdwera can now menage sccass
to averything from axtarior doors o mos-
function printars.

Unified sccess isn't just = convenisncs
upgreda; t's 8 stretegic modsrnizstion of
campus infrestructurs. & crestes = mors
sgils, scalsbls snvironment thst can edapt
to changing technologies and wsar nesds.
Critically, it reducss operstions! owsrhesd
whila enhsncing the sxperisnce of everyore
who lwes, lsermis, or works on campus.

Case Study: Modernizing
Acce=s on EU Campuses

A mult-campus eccass modarnizetion af-
fort in Cantrel Eurcpe offare & raskworld
axamgple of how univarsitas and echoole
cen Etraemine campus infrastructura
using fladnle, mobileressdy tachnolopias.
Tha projact bagan es & piat intistive ta
support mobila credentiale slongsida tre-
ditional ID cards across & hendful of cam-
pusae. k& has eince grown into a brosd
deployment, now used st mora than 150
aduceticns! institutions.

Tha initistive focused on raplecing freg-
mentad legecy eystams with & unifisd

platform for eccass end credantial man-
agement. A cloudbasad sccees contral
salution, providad by Czach systeme inte-
gretor Etugsta, ansbles cartrslizad con-
ool of buiding entry, lockers, primers,
and psymart sysbams. Makile provisioning
ie powared by LEGC Connact through tha
Alwefpp, offering sacura mohila cradantial
Esusnca through smartphones or digital
walats. Soaderte end staff can use thair
smertphoras e sccess badgas wia MG,
BLE, or digital wellst integration [Appla
Waller and Googla Wellsd).

To anabla broed compstbility and aesa
of deplayment, tha projact relied hasvily
on univares! resder technology prowvided
by BLATEC. One key resson: ELATECS
pletform-apnoetic architacturs supports
8 wida renga of sccess techrnologies,
meking it ideal for complex, mixed emd-
rarments lika urivarsity campusas.

At many participating institutions, the o
isting infrestructure veriad  significently,
not just in tha types of |0 cards or mobida
cradantiels in use, but efso in the proo-
cals that determine how sccess davicas
= raeders and controfiare communi-
cata and sachenpge information. Thesa
systems oftan weren't designad ta wark
togather, making it difficult to roll out new
capakbifties without disrupting whet wes
dready in place. To modarnize swooaes-
fully, univarsitise nasded & way to bridgs
across lagecy and modern systams, sup-
porting mew usa caess whila praserving
competibility with existing infrestructura.

Universsl raeders from ELATEC provided
tha tachnicel foundstion to unify thesa
disparste systams. Supporting ovar BO
trensponder tachnolagise, 99 physical
and digital credential standerds, ard mul-
tipffa communicetion protocols (including
lagecy protocols like Wispand and mod-
arn, sacwre protocals like 0S0F), the
raeders ansured thet bath mchile and
physicel credentials couwld be uesd intar-
chenpasbly scroes & renpa of cempus
applicetions. Their versatility sllowad B
gata to szendardize hardwars across ac-
caes points, from doors end turnstiles to
orinters, lockers, and centasn systems,
withous tha naed for custom davaloprmant
or eystam overbauls.
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Kay devicas included the TWHE Sim, &
micro-sizad reader idasl for tight spaces
lika printars and lockers, end tha Sacus-
tos 5380, & slaek, IP65retad wall reader
bwilt for mora demanding physical access
points. Both modsls supported BLE end
MAC, enabing robia credandgale through
sppe or digtsl wallats whifa meintsining
backward compsthility with axisting card-
basad systems.

The rasult wae 8 smoath trensition peth
to maobilefirst scoess,  ellowing  institu-
tions to modernize at their own pace
whils continuing to Euppaort currant users
end infrestructura. Bamota configuration
end firmwara updats capehilitias simali-
fied rollout amd ecsling acrose multiple
cemgpuess, whils centralizad cradartie!
managamart reducad  edmenistretive
workioed for [T teams. Tha cesa dus
tratas how univaresl resders can eerve
ez the connectiva tisswa in & flaxdbla, fu-
tuUre-resdy CEMOUE SCoIS5E EYSam.

Building the Foundation for
the Future of Campus Access

As univereitae work to modarnize their
infrastructura for a8 mohile-natve geners-
tion, unifiad sccass eyetame built on e
ibla, futureready herdware offar a precsi-
csl end forward-oakeng peth.

Universal resders plev & kay rola in chis
transitian. By supparting a broad range
of credantisl types and communication
protocols, they ensble institutions to
coneohidets systams, simplfy cradantisl
managemant, end scela sccess scroes
campue  apglications  without  starting
ovar. For studants end steff, the rasult is
& semoothar, mora ntuitive cempus Spe-
rienca. For [T taems, it's assier meints-
nanca and graster contral.

The BEurcpesn mult-cempus project dem-
onetratas how this vision becames reak
ity. WWith univarse! readar tschnclogy ss
the beckbona, universities cen maodarnize
Etap by exep while meintsining continwty.
And tha lesson axtends fer bayond this
cesa: with the right foundetion, sny inst-
tubion cen Creste BN SCCESS BMirOnment
thet is sacure end efficiant wodey—and
ready for tha next genaration. B
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